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Internal Controls are key to your
Charter School because they:
V safeguard assets
V assure they are used only for authorized purposes
V ensure that records are accurate and reliable

V improve efficiency and effectiveness



Objectives of Internal Controls

The objectives of internal controls are to provide
reasonable, but not absolute assurance that
goals are being achieved, operations are
efficient and effective, assets are safeguarded,
laws, regulations and good business practices
are adhered to, and timely, accurate financial
data is available.



Board, Management and Staff
Responsibllities for Internal Controls

The board Is responsible for creating and approvin
proper policies and procedures including internal
controls. Management is responsible for
communicating policies and procedures including
staff training. Staff is responsible for following
procedures, implementing controls, and should
advise management when controls are not being
adhered to.



Authoritative Sources of Internal Control
Guidance

Thereare two authoritative sources of internal control

guidance for charter schools and other nonprofits. They
are.

1. COSO, (Committee of Sponsoring Organizations
accounting and auditing leadership organizations),
and

2. The "Green Book'Standards for Internal Control in
the Federal Government



Components of
Internal Controls

They both include the same elements that are
necessary for proper internal controls. They:are

V Control Environment consists of your board and
senior management competence and
commitment to proper controls, including roles
and responsibilities of the various partners in the
oversight offunds



Components of
Internal Controls

V Risk Assessment careful look at your School's
operations and consideration of what could "go wrong"
(what might prevent you from accomplishing your
objectives, expose you to risk with funders or regulators,
cause financial loss or be an embarrassment),

V Control Activities policies and procedures are written and
fully implemented, such as segregation of responsibilities,
reviews, and reconciliations,



Components of
Internal Controls

V Information and Communicationclear communication from
management to staff about the policies, procedures, and
controls that are in place, including training for staffid

V Monitoring Activities periodic followup to reassess
potential risks, to make sure that controls are still appropriate
based on current operations and that they are still being
followed. In big organizations, this can be done with an
Internal audit function. In smaller organizations it will more
likely be done by an audit or finance committee



Internal Controls over
Federal Awards

Uniform Guidance (guidelines for organizations receiving federal
awards) states that yomustestablish and maintain written

Internal controls over federal awards that provide reasonable
assurance that you are managing them in compliance with general
federal requirements and the specific rules for the funding you
receive. Internal controlshouldbe in compliance with the Green
Book and/or with COSO.

Regardless of whether the school receives federal awards, internal
controls arenecessary to protect assets and be sure they are used

properly.



Presentation Overview

This program discusses each of these areas giving specific examples
"tone at the top", separation of duties and reconciliations, information
technology security, and numerous possible monitoring procedures as
well as some guidelines to involve the audit or finance committee in
monitoring and documenting any procedures that are performed. This
IS not an exhaustive list of internal control procedures, and not all of
these procedures are appropriate in all circumstances.

Internal control procedures require additional time and effort. Those
must be weighed against the benefits of controls that you implement.



Audit Recommendations and Followp

You should receive a management letter from your auditor that
communicates any recommendations they may have. The letter may
Include internal control issues, compliance concerns and best practices.
Audit recommendations about control deficiencies with receipts,
disbursements, payroll, or other compliance matters should be followed
up and procedures implemented where possible to address these
recommendations.

Uniform Guidance for federal awards section 200.303 requires that
organizations take prompt action when instances of noncompliance are
identified including audit findings.



Customizing Internal Controls for Your
Organization

As you consider the suggestions for internal controls
that are presented, you should determine if they are
appropriate for your School, you should keep the five
components in mind and remember that internal

controls Is a system, and an ongoing process, not a
one-time event.



Control Environment and Information and
Communication

Typical internal control procedures that may be appropriate for
your school include

V Management needs to demonstrate an attitude of integrity
and commitment to competence and compliance. This can
be done in part withproper hiring and training practices, and
attention to compliance requirements such as maintaining
complete and ugo-date personnel files, appropriate
background checks, etc.



Control Environment and Information and
Communication

V Boardmembers and management should review and
sign a conflicbf-interest policy annually.

V Havea written code of conduct that describes proper

business practices and be sure that everyone is familiar
with that code.

V Show no tolerance for improper practices. Even minor
Improprieties should be addressed



Control Environment and Information and
Communication

V Question unusual activities. This doesn't have to sound
accusatory but will demonstrate your commitment to avoid
Improprieties.

V Develop a good budget and look at variances from that budget.
Update the budget throughout the year as appropriate for
changes in funding or programs. When you do this, variances are
red flags that deserve your attention. Typically the board and
management review a financial statement that compares budget
to actual expense and provides notes from the management to
the board with the reason for variance if it exceeds an agreed
upon percent or amount. (15% above or below would require an
explanation, for example.



Control Environment and Information and
Communication

V Communicate your whistleblower protection policy
regularly- some organizations post it prominently in the
workplace. Employees uncover most wrongdoing.

V Theboard also needs to assess itself to be sure that it has
financial skills and expertise to oversee the financial
operation of a school and to understand vulnerabilities.



Control Activities

Generally, responsibilities for recordkeeping for assets
and custody of those assets should be separated.

Grant Vouchering and Billing:

V The school must understand how all revenue
sources are earned and implement a process to be
sure that billings and/or vouchers are prepared on a

timely basis.



Control Activities

Grant Vouchering anBilling (continued):

V Be sure there is a system to track required data for students
with disabilities to ensure that billing is proper

V Vouchers should be prepared from information in your
accounting system, and the voucher should be recorded in
your accounting system as soon as it is prepared



Control Activities

Grant Vouchering anBilling (continued):

V An independent person should review vouchers and other
billings before they are submitted or uploaded.

V All charges to grants and electronic draws should be
supported by adequate documentation.



Control Activities

Receipts:

V

Prenumberedreceipts, cash registers, or other verification should be
used to establish accountability for all funds collected. Cash registers
should be programmed to track taxable meals and/or other sales.

Someone not involved with billing or accounting should initially receive
Incoming payments and list them on a deposit ticket or separate place.

Checks should be stamped "for deposit only" as soon as they are
received



Control Activities

Reconciliations:

V All bank accounts should be reconciled on a timely
basis, typically at least monthly.

V The monthly bank statement should initially be
received and checks, electronic payments, and
transfers should be reviewed by someone who isn't
Involved with preparing checks.



Control Activities

Purchases anBisbursements:

V Purchases should be completed pursuant to a purchasing
policy that prohibits conflicts and promotes efficiency and
cost control.

V Consider a requirement for two signatures on checks over a
certain amount.

V After checks are prepared, they should be submitted to the
check signor with original invoices.



Control Activities

Purchases anBisbursements:

V Invoices should be canceled by marking them paid.

V Checks should be sent out without being returned to the
check preparer after signing.

V Documentation for all credit card charges and for all
employee expense reimbursements should be reviewed by
an independent person. This includes sem@nagement.



Control Activities

Purchases anBisbursements:

V Access to blank checks should be limited to authorized preparers.

V Secure check stock should be used to minimize the possibility of
alterations.

V Investigate controls your bank can provide including verification of
checks that you send, and restrictions on electrdaraasfers.



Control Activities

Payroll:

V Thereshould be documentation for time worked and for what was
worked on.

V Payroll contracts start and end dates should be tracked to verify that
payroll is proper.

V Someone other than the person entering payroll information should
review completed payrolls to verify that rates and hours are proper.



Control Activities

Retirement Plans:

V If the school has supplemental or individual plans,
employees should be provided with a summary plan
description each year.

V Retirement plan withholdings should be made as soon as
administratively possible.



Securing Your Electronic Data

There are constant threats to your confidential electronic
Information and to bank and investment accounts that can be
accessed electronically. You should consider contracting with an
outside IT organization that will assist you with backups, software
upgrades, review of error logs, and security.

Uniform Guidance for federal awards requires grant recipients to
take reasonable measures to safeguard "protected personally
identifiable information” and other information designated or
deemed sensitive.



Securing Your Electronic Data

V Regular backups should be made and stored off
site periodically (Verify that backups are working).

V Shut down or log off computers at night.

V Anti-virus software should be continuously
updated.

V You should have an ISCértified firewall and
anti-spamsoftware.



Securing Your Electronic Data

V Passwords should be used wherever appropriate. They
should be strong and should be changed periodically
usually every 90 days.

V Mobile devices that have access to your server (email,
calendars etc.) should be passwebtected and set so
that confidential information can be deleted remotely.

V Hard drives on computers and copiers should be destroyed
or reformatted when they are disposed of.



Securing Your Electronic Data

V Your organization should have a policy for computer,
Internet, and email use. Policies should cover what
happens with access when someone leaves or is
terminated.

Your IT security procedures should be included in a policy that
IS regularly communicated to employees.



Other Procedures

V Make sure that your personnel manual is up to
date, and that everyone knows how to access lIt.

V Maintain an accounting procedures manual to
confirm accounting procedures and internal
controls. Periodically ensure this is updated for
any changes.



Other Procedures

V Extra Classroom funds controls should include separation
of duties, appropriate documentation of receipts and
disbursements, timely bank reconciliations that are
reviewed by a second person, and financial summaries
(to name a few).

V Request Fidelity bond coverage for employee dishonesty.
Use a carrier other than your general liability carrier to
reduce the likelihood of countesuits.



Monitoring

Your written policies set standards for performance. Monitoring
should include a review of your policies to be sure they are
current and appropriate. It should also determine whether staff
Is familiar with and fully implementing your policies. Is training
of new and current staff appropriate?

Your risk assessment and monitoring should also consider the
safety of your students, staff, and others who have a
relationship with your organization



Monitoring

The board or a committee of the board can perform monitoring
activities. These usually happen only periodically, possibly only
once or twice each year. A limited number of procedures will
usually be selected each time monitoring is performed.

Potential procedures include:

V Reviewpersomel, conflictof-interest and whistleblower
protection policies.



Monitoring

V Determine what security measures are in place over confidential
Information such as student and employee personal
iInformation.

V Review your school's hiring procedures; determine whether
references are checked, fingerprinting is done and gemknd
checks are used.

V Look at whether images of checks are provided with your
checking account bank statement and verify whether an
iIndependent person reviews cancelled checks, electronic
payments and transfers to be sure they are proper.



Monitoring

V Check how ugto-date bank reconciliations are.

V Look at some invoices for purchases to detare
whether they are properly marked to document approval,
nonpayment of sales tax (if applicable), and to note
payment.

V Check whether check stoakndeposted checks and cash
received are kept in a locked/secure area.



Monitoring

V Review charge card statements to see if there is an
Independent review and the documentation for all
purchases.

V Review expense reimbursements, esadly for senior
personnel to verify that there is proper documentation
and an independent review.



Monitoring

V The great majority of frauds are ocovered by employees.
Interview to be sure that employees know that they are
encouraged to communicate any wrammgng, and that they
are familiar with the process for doing so.

V Look at how time worked is documented and whether there
was an independent review of time worked.

V Review student lottery procedures to be sure they are proper.



Conclusion

Each of these control procedures adds
some burden and reduces some risk.
You have to weigh these and other
possible procedures to determine the
right balance for your organization.



Resources

Committee on Sponsoring Organizations CQ5Ort

Standards for Internal Controls in the Federal Government
the "Greend 2 2 1 a

New York State Education Department "Fiscal Oversight
Guidebook A Guide for Charter School Leaders,
Employees, and Boards tiustees

SUNY "financial oversight guidebook"
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Overall Dutie s of

Board Mem bers in NYS
—

I Determine mission and purpose

I Monitor and strengthen programs and services
I Ensurelegd and ethical integrity

I Ensure adequate financial resources

I Protect assets and provide proper financial oversight



The Basic Diffe rences In
Finan cial Stateme nts

—

Nonprofits | For-profits

0 Statement of activities or U Income statement
revenues and expenses

i Statement of functional expenses i No comparable statement,

by program, may include revenue generally information is in footnotes
by program as well or supplemental schedules




Basic Finan cial Stateme nts

—

I Statement of Financial Position
I Statement of Activities and Changesin Net Assets
I Statement of Functional Expenses

I Statement of Cash Flows



Stateme nt of Finan cial Positl on

(Balance Sheet)
—

A Focuses on the organization as awhole and reports total
assets liabilities and net assets. Providesinformation
about liquidity, financial flexibility and the
Interr elationships of assets and liabilities.

ALiqui dity i how closeto cash an asset or liability
IS. Assetsare reported in order of liquidity.

AFinancial Flexi bility i ability to take effective
actions to alter cash flows to respond to unexpected
needs and opportun ities.

A Classified stateme nt of financial positi on i
separating current assets and liabilities from long-term i
encouraged but not required.



Assets, Liabilitie s & Net Assets

—

A Assets - Things an organization owns that have value. Include
cash, receivables, investments, property and equipment.

Alnvestments are recorded at Fair Market Value

AProperty and equipment are recorded at cost less accumulated
depreciation

I Property and equipment are typically depreciated using the
straight-line method for non-profit organizations.

A Liabiliti es - Amounts of money that an organizati on owesto
others. Include accounts payable, payroll an organization owes
its employees, deferr ed revenue and debit.

A Net Ass ets - Assets minus li abilities



Thr ee Class es of N et Assets

—

I Unrestricted net assets
I Temporarily restricted net assets

I Permanently restricted net assets



Unr estricte d N et Assets

—

Represents all resources over which the governing board
has discretionary control to use in carrying on the
organization® operations in accordance with the
guidelines established for the organization. The board
may designate portions of the unrestricted net asses for
spedfic purposes projects or investments.



Tem porar ily Restricte d Net Assets

—

Consists of all resources currently available for use, but
limited by donor imposedrestrictions that expire by the
passage of time or can be fulfilled or otherwise removed
by actions of the organization. When a donor restriction
expir es, temporarily restricted net assets are reclassified
to unrestricted net assets



Permanently Restricte d Net Assets

—

Represents the principal amount of gifts and bequests
accepted with donor-stipulation that the principal be
maintained intact in perpetuity and that only the
Investment income earned may be expended for general
purposes.



Stateme nt of Acti vities

—

A Provides information about changesin an organizationd set asses
includin g all revenue and expenses.

A Supp ort and Revenue: Includes contributions, program fees,
donated goods and iInvesment income. Pledgedcontributions are
to berecorded asrevenue in the year that the pledge is madei not
collected (GAAP)

A Expenses:
A Program services i those expenses directly relating to
programs ot the organization.

A Support services i includes management and general
expenses and fundraising expenses.

A Change in Net Assets: Difference betweenrevenues and
expenses.




Stateme nt of Functional Expenses

—

Shows the natural expense clasgafications allocated to
significant program and supporting services



Stateme nt of Cash Flows

—

Reports an organization® inflows and outflows of cas.
Bottom line shows the net increase or decreas in cash.
Cash flows are separated out into three types of activities

A Operating activities
Alnvesting activities, and
A Financing activi ties.



Disclos ures

—

A Significant accountin g policiesi organizations are required
to disclosethe accounting policies that are most important to
the portrayal of the organization6 8nancial conditio n and

results.

A Provides detail on significant balance sheet items and issues.
Examples include:

Property and equipment by category

|
i Investments showing cost and FMV by category
i Debt including terms and maturiti es

|
|
|
|
|

Significant concentrations

I Commitm ents

I Related party activity
" Unusual items

I Subseguent events



Monitoring Bud gets

—

I Compare current year actual resultsto prior
yea actual results and current year budget
ead month

I Note fluctuations and discrepancies

I Reconcile GAAP financial statements to
Internal operating statements and budgets



Reconciling GAAP finan cial
stateme ntsto internal operating

A Many budgets are prepared on a cash basis.

A GAAPfinancial statements are prepared on an accrual
basis and include non-cash items

A Typical reconciling items would include depredation
expense, realized and unrealized gains/losses on
Investments and purchases of property and equip ment.

A Depreciation can be a large expense that has not
been accounted for in the budget and the monthly
Internal financial statements.



Key Rati 0s

—

I Current Ratio: current assets/current liabilities

I Liabilities to Net Assets (Debt to Equity):
liabilities/net assets

I Program vs. M&G vs. Fundraising Expenses as a % of totall
expenses

I Unrestricted Cash Days:. unrestricted cadh/( total
expenses/365)

I EXpenses per FTE
I Staff to Student Ratio
I Actual Enrollment to Budgeted Enrollment



Creating an Effectli ve Finan cial

What doesthis
dashboard
Instrument tell
you?



Creating an Effecti ve Finan cial

Wha do these mean?

k=l 54 (9]




Creating an Effectli ve Finan cial

e A O A e

The dashboard in your car gives an instant update on many
Important factors: speed, gas left in the tank, engine
temperature, tire pressure.

A financial dashboard is similar; it gives important
Information to dedsion makers in a quick-read way.



Creati ng an Effecti ve Finan cial
D ashboard
Sam ple Dashboard

—



